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B EETAI

REEDNRE
prra=i2It (Anti-Malware )
BREARERS (virus) KHEHRE
X (spyware ) o3RS A E4E1, O00TERRIRY
EARE 1 S BHTRE M35 BEFEIVE
TEREEE - ETPEEERNE S
(worms ) &R AL (trojan horse ) ~#&F9
RS (backdoor trofan ) ~ EEAEEAVEFIFETN-

Win32m5 -EEREF REBRHFER
(browser hijacker ) SXRootkit \ET2 T\ » 5}{H
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2008 (#1 ) RIFEIEE » H X2 "F-Secure |

Internet Security 2008 (#3) M "Kaspersky |
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T Active (Both engines)

Active

+/ OutbreakShield Active

/ Automatic updates Active

+/ Date of virus signatures 41772008

/' Process Internet content (HTTP) Enabled
i Firewan  Nomal secuity
{9 Webfilter  Enabled
£33 Parental controls © Disabled
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7. INDERBREAZEN: AR EEASIRF A8 FIR1T
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PEALIE - LEENRRER LG ER -RESHE LB —
LB SIS R (backup / recovery software ) RI{HLSH 22 2 352 H o

BANHE (Firewall )

AR E R R FREERE
MAEE NS EMREITIEE SR AEIE
BB 4R (port scans ) ~#& 9 (backdoor ) X%
DoS (Denial of Senvice ) BHE A ZHIBEST < R
B AZIN AIRIE B TMETE T B A BRES
FEFRRFEIPHIUE SR O (ports) ~ AR K AR
B35 (domain ) ~ B3 K ffe & 254 628 ~ AR RREY
RERETBHAAFE-.
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& COMODO Firewall Pro

= c.0-M-0-D-0 (2 )

Firewall Professional
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" This shortcut represents a convenient way to
reate an automatic Deny’ rule for appiications an access car
that you do not trust. i

@ Stealth Ports Wizard
i

youto
firey , which wil affect your computer’s
visibiity from other computers.

roup individual ports into named
ed

Anetwork can be represented as a zone to which
s can be granted or denied by speciying
s,

EBERR " Symantec jNorton Internet
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ZREERR
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REBMRE - RERMATHEL - K
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o 45 REETN 2L, "Kaspersky JInternet

AAHEEE "Comodo
Firewall Pro (#15)al:#FHF
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BEWAR -

e used when managing Network

{4 Installed providers: web sh ield
% The provider is currently running.
i e P Iy 9.
9 Version 48169
£ Sensitivity: L —
k=] Normal High Custom [
g 0 =
0 P2P Shield ic
< Version 481169
i | Bawe | Ieminae |
o]
Standard Shield Last scanned:
Version 4.81169 s
Scanned count: o
\! Infected count 0
Web Shield Tesk nane: Resident proteciion
Version 4.81169 Run time: 1622
avast joni ident providers. The resi
Pl s A
<< Less Detail. oK

A TFEES "Alwil; Avast! 4 Home Edition (#18)
B AFPREEEmRRR AR RESNE
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|

8 _EREELZE (Internet Security Suite Software)

Gdata Internet Security 2008 Antivirus V18.0 14F @ Euro€53.95 (#HK$669) -

www.trendmicro.com

13 Agnitum Outpost Pro Security Suite
www.agnitum.com

V6.0.2225.232.0465 14 : US$49.95 (£IHK$390) & —

|
: www.gdata.de Firewall V1.1
[ Bitdefender Internet Security 2008 . . .
i R e e L ty Build 11.0.15 14E 1 US$39.95 (KIHKS311)  14F : HK$319
I F-secure Internet Security 2008 . . _
| 3 [I-secure interne ty V8.00 build 101 14F 1 HK$409
|
I Kaspersky Internet Security 7.0 . .
A e e ty V7.0.0.125 24F : HK$398 24F 1 HK$418
I . ..
| 5 Ashampoo Security Pack 2 Antivirus V1.50 1148 : US$39.89 (KIHK$311) ~
| www.ashampoo.com Firewall V1.14
| . . . .
Avira Premium Security Suite . i _
| 6 vira Fremiur 17 V7.06 14E 1 US$53.95 (KIHK$421)
! Symantec Norton Internet Security 2008 . .
: 7 oo ty V15.0.0.60 14 1 HK$399 14E : HK$399
I ESET Smart Securi _ .
8 e econhy V3.0.566.0 24F : HK$338
|
| 9 McAfee Internet Security Suite V8.0 Build 8.0.244 148 1 US$69.99 (4IHKS546) A -
I www.mcafee.com
[
Steganos Internet Security 2008 . _
10 et o ty V7.5.516 14F 1 US$49.95 (KIHK$390)
| .
Panda Internet Security 2008 . A _
: 11 www.pcndasecurity.comty V12.00.00 1 4F 1 US$79.95 (4IHKS$624)
: 12 Trend Micro Internet Security 2008 V16.0.1645 14 : HK$4634 14E 1 HK$4684
|
|
|
|
|
|

14  CAlInternet Security Suite Plus 2008 V4.0.0.157 14E 1 US$69.99 (#IHK$546) -
www.ca.com

B N ABER{F (Firewall Software)

' Comodo Firewall Pro . _
: 15 www.comodo.com V.3.0.14.276 BARFE : 2%

[ Ashampoo Firewall Free = g _
I 16 www.usﬁlclmpoo.com V1.20 BARFE : %8

I . .

: 17  Agnitum Outpost Firewall Free V.1.0.1817.1645 BARE : &8 _

www.agnitum.com

B =854 (Anti-virus Software)

Alwil Avast! 4 Home Edition - . _
18 i V4.7 Home Edition BARE : &8
1o  Avira AntiVir PersonalEdition Classic PersonalEdition V7.06 BARF : 48 _

www.avira.com

PC Tools Antivirus 3.6 o= .
AY www.pctools.com V3.6.1.8 BARFE : 28 =
21 Bitdefender 10 Free Edition Build 247 BARF : 48 _

www.bitdefender.com
TSR /ER K (Computer Operating System)

29 Microsoft Windows Vista Home Premium
www.microsoft.com

23 Apple Mac 0S 10.5.2

www.apple.com

Canonical Ubuntu 7.10
www.canonical.com
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[5]

a, b,c defg
a,b,c,defg
a,b,c,defg
a,b,c,d e fg
a, b, c e f
a,b,c,deg
a,b,c,defg
a,b,c e g
a, b,cdfg
a, b, cg
a,b,c,defg
a, b,c,dfg
a,b,c g

a,bcdefg
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SE1 2. 4850 - (SEESEZ - DUBFIREIRINEZR S - Rt a R

[4] HIAES A ISR R VR B S FEIREREHIEZ



FEXEORERR

[6] =

Windows 2000 / XP / .
Vista

Windows 2000 / XP / 1
Vista

Windows 2000 / XP /
Vista

Windows 2000 / XP /.. th
Vista

Windows 2000 / XP / T
Vista *

Windows 2000 / XP / 5%
Vista

Windows XP / Vista k)

Vista

Windows 2000 / XP /..

H
Windows 2000 / XP / 5/ h
Vista i

Windows XP / Vista 3
Windows 2000 / XP /..
Vista e
Windows XP / Vista #/H
Windows 2000 / XP / 5
Vista

Windows 2000 / XP /... th
Vista

Windows XP / Vista <
Windows 2000 / XP i<
Windows 95 / 98 / NT / o
2000 / XP =

Windows 95 / 98 / ME / 3/ h
NT / 2000 / XP / Vista

Windows 2000 / XP / .
Vista

Windows 2000 / XP /

Vista ES
Windows 98 /NT/ME /..
2000 / XP / Vista =

REMGRER
ER 158
MRk E&LIE
=HE 2R
(MB)  (MB)
71 7]
254 75
156 14
495 49
106 23
226 146
57 15
518 52
59 27
109 59
142 69
353 125
237 141
77 39
152 66
37 13
15 9
6 8
84 12
34 8
24 3
68 12

[5] EESERTBA L ZDINE - Ao HALARS I DIRE -

a : PiE(anti-virus)
b+ B K firewall)
c + PR s (anti-spyware)
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f @ REEEDRE(parental control) * AR Windows  Vista
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MBS R BEEFR F
FO&EREES |
REFOBIHES (ius) KSR |

=t (trojan horse) RE%E (marco) %5 18%

FEREERERSNALRTIR ,

(sodial engineering ) 452/ » BI41—LE555R

BHRERAE BEBPNEARE: |

PR RSB S AR |

ENIGE .
RAEERt (spyware ) /SR |

(adware) : FIR R ELEREEE

AR S IEABIS EF S RAES .

R L S RS SR R S R E

P TE R BB A RS

BEATREERR BARRFREX

BB RNREME ETREHRTE

hiRERME (spam) (B RERIED
RETRITHEINAF EF AN
o SRV SRS R ZERFESE IR
EThEE B BB S RETE SE
1B R R R R HORE AL

#B#& 298 (phishing) 3EFIBEF
BB S R A P E AT L
ERHBTRE A BIERLAS
O&ER K-

#BegEfEx (dialer) (2T =R
A BB (modem ) BRZE—
LRI RAR BRSSP EEK

navigation ) &5 BEZHAE (help function ) ~ 34
GBS STEM R RS AR A
RBANES REHGBEZRBE-REA
EEEISE ISR PN RS X (e R
128 B R R KR BB KEB D
ERABEREHRSARE BT RENE
FGdata jInternet Security 2008 (#1 )~
IBitdefender jInternet Security 2008 (#2 ) &
"F-secure jInternet Security 2008 (#3 ) °

28 BE 379 200805

2 12 5 5 O\

BRI

I'Gdata jInternet Security 2008 (#1 ) & "F-secure jinternet Security 2008 (#3)
BN R S Al RE SR Awil jAvast 4 Home Edition (#18) K" Avira jAntiVir

PersonalEdition Classic (#19) FHEER 5 °

BANiS

2EBEALRRAMG REMRERRARNIG ARG EE.

E=EELRE

F'Gdata jinternet Security 2008 (#1 ) S A HEIRIBHE  BESTD  HAR
IBitdefender jInternet Security 2008 (#2 ) ~ "F-Secure jInternet Security 2008 (#3 ) ~
MKaspersky jInternet Security 7.0 (#4 ) ~ T Ashampoo ;Security Pack 2 (#5 ) K" Avira |

Premium Security Suite (#6 ) °

BIERERIGH

ARHBELEREREHBIRE
FEE RS A G R ST R R 22
EHEREFRE -TERIENLEREREENK
RUEHREHENRES -BERETABRRE
BB BREAERR REERA FER
R EEEAER=RHE6MB E518MB -
EHEHEEREIMB E146MB - A It»
EBRRLTRHR BEEAS SRR
BERECAMIERF R LeRATE
ARSEFMEABKBLER FEH
TEAREI-

B ERLZEERGEDR BT RE
RYzE " Avira jPremium Security Suite (#6 ) &
FESET jSmart Security (#8 ) ; B A& R4 »
BB SEComodo Firewall Pro (#15) ;
MmEA SR BB " Awil Avast
4 Home Edition (#18) K" Avira jAntiVir
PersonalEdition Classic (#19) e

AAREBSRIERERRE (A

ERb R B R R

o [FRERARERE 60%
° LI NIRRR 5%
o HARE 25%
o ERRERILA 10%
B R BT N e R A

o B KB IR ERRE 60%
o LRI NARRR 5%
° ZHEE 25%
o ERRERIEH 10%
ER2ER LRZEHMG:

o [FRERARERE 35%
o [N IR ERNEE 20%
o BHABAS SV ARNEE 5%
o LI NARRR 5%
° ZHEE 25%
o ERRERIEH 10%

BADFHETEE —LRAAER
(limiting factor ) » FHERANT R LA RITE B

BRFTEERN) KRB BROREUT  KEAEE HEF 2S8R G
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